
1 



• Whenever we shift to a new technology, there is a moment of “growing pains.” 
• Examples of this are the ABS, air bags, etc. 
• Connected cars will likely not be exempt from this. 
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• In a recent conversation with a major automaker engineer working on the 
company’s team for autonomous vehicles, we discussed the innovation s-curve 
and “the slip.” 

• When you move to the next level of innovation, you’ll start out at a slightly 
lower point than where you ended, due to new knowledge of what doesn’t 
work and potential previous failures/”Hindenberg moments” 
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• Anthem -  Revealed a breach in February that exposed an astonishing 80 million 
patient and employee records. 

• Hacking Team -  The breach of Hacking Team on July 5 led to a cascade of other 
security threat revelations and had governments around the globe in hot water. 
The Hacking Team develops spy tools for government agencies, including those 
that can go around traditional anti-virus solutions. The breach published more 
than 1 million emails from the Italian surveillance company, revealing its 
involvement with oppressive governments as well as multiple Flash zero-day 
vulnerabilities. 

• Ashley Madison – An online dating portal for extramarital affairs. Hackers allegedly 
gained access to millions of its customers information database and posted 10GB 
of personal data for its tens of Millions of customers, including their names and 
email addresses.  

• Sony Pictures - The hack wasn’t limited to unreleased movies — the unknown 
hackers leaked about 200 gigabytes of confidential data belonging to Sony Pictures 
from movie scripts to sensitive employees data, celebrity's' phone numbers and 
their travel aliases, making it the most severe hack in the History. 

• Flight Hacker - During FBI interviews in February and March, Chris Roberts 
allegedly (cybersecurity consultant) told investigators he hacked into in-flight 
entertainment systems aboard aircraft. He claimed to have done so 15 to 20 times 
from 2011 to 2014. 
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• SUPPORTIVE – Millennials (60%), Generation X (41%), Baby Boomers (42%), and 
Silent Generation (32%). 
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• Millennials  are more eager to get one (42% said “eager to get one” or “extremely 
eager to get one”) 
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• 73% report "moderate" or "serious” problem – a 5% increase from July  
• Segments, regardless of age generation, feel hacking will be a "moderate" or 

"serious" problem in the future – 70% or more for each age segment. 
• Nearly 70% of consumers think vehicle hacking will be a frequent problem within 

the next 3 years 
• About half of consumers see “theft” as the main motive behind hacking a vehicle, 

followed by a “hacker’s ego/showing it can be done” at 31%. 
• About a third of consumers say they will consider whether a vehicle can be hacked 

when shopping for their next vehicle. 
• NOTE: In July, we asked “What type of effect did the news story have on you?” and 

41% reported they will “somewhat” or “seriously” consider hacking when 
buying/leasing their next car. In January’s survey, 31% said hacking will have a 
“moderate” or “huge” impact. 
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• Car vulnerability is 2nd lowest choice 
• People are more worried about injury from airbag than from car hacking 
• Millennials were more inclined to cite “Car vulnerability to hackers” as a top safety 

concern vs. other generations. For example, 12% for Millennials vs. 3% for Baby 
Boomers. 

• Consumers are currently more concerned with having their privacy invaded vs. 
vehicle hacking 
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• About half of consumers (48%) are somewhat or very interested in connected 
mobile apps (i.e. Android Auto and Apple CarPlay) 

• Millennials are way more interested in mobile apps than their counterparts. For 
example, 68% for Millennials vs. 48% for Baby Boomers. (very and somewhat 
interested) 

• Only 13% of people would never use an app if it increased the potential for their 
vehicle to be hacked 
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Research Conducted Illustrating Vehicle Hacking Vulnerabilities and Consumer 
Perceptions 
1. Vehicle Hacking Vulnerability Survey #1  

• Fielded in July 2015 to Blue Ribbon Panel members; 1134 survey 
responses were gathered.  

2. In-Vehicle Technology Survey  
• Fielded in August 2015 to individuals on KBB.com; 2076 survey responses 

were gathered.  
3. Vehicle Hacking Vulnerability Survey #2  

• Fielded in January 2016 to individuals on KBB.com; 813 survey responses 
were gathered.  

4.   KEY TAKEAWAY: People want access to technology and will ultimately end up 
choosing convenience over risk. 
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• In July, the majority (72%) were aware of the Jeep Cherokee hacking incident. 
However, the news was topical and we asked the question differently: “Are you 
aware of the news regarding the hacking of a Jeep Cherokee?” in the previous 
survey conducted. 

• Millennials were less likely to be aware of any vehicles being hacked in the past 
year vs. other generations.  

• Key takeaway: In general, consumers are fairly quick to forget unless it’s being 
reported in the media at present. Additionally, most don’t own a connected car. 
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• Key takeaway: Consumers always view the vehicle manufacturer as partially 
responsible, no matter what method was used to hack into the car 
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• About 70% of consumers take their vehicle in to the dealership 80% or more of the 
time when there is a recall. 

• The group pushing the most for connected vehicles, Millennials, are less likely to 
take their vehicle in when they receive a recall notice. For example, 65% for 
Millennials vs. 83% for Baby Boomers and 85% for Silent Generation. 

• Key takeaway: Unless updates are over-the-air, it’s unlikely that all vehicles will be 
protected from hacking at all times. E.g. Similar to computer software updates 
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KEY TAKEAWAY: Bottom line – consumers, government, manufacturers and software 
companies, etc. need to do more, as connected technology is only increasing in 
availability. 
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• Millennials and the Silent Generation are more inclined to pay a monthly 
subscription for software that would prevent vehicle hacking (i.e. an antivirus) than 
the other 2 age generations.  

• Millennials will pay more money for monthly subscriptions for both Software and 
Insurance to cover vehicle hacking than other generations. For example for 
software ($10.67) and insurance ($15.20). 
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• Segments, regardless of age generation, feel vehicle manufacturers should 
primarily offer both software and insurance vs. other entities (i.e. manufacturers of 
mobile software/apps) 

23 



• Far fewer vehicles exist that are “connected” than those that aren’t. 
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• Future 
• Vehicles are becoming a moving mobile device 
• If your car has access to credit card, it could pose financial risk 
• Exploit is posted once it’s discovered 
• Potential to become a new form of cyberterrorism 

• How easy would it be to take over one car, then take over a whole 
freeway of cars? 

• A lot harder to know when car is hacked when fully autonomous (because 
you’re not driving, so you’re likely not paying attention) 

• Responsibility at different entry points 
• Hacking your phone, hack your house 

• Anti-virus software for car 
• Emergency service vehicles  
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• Responsibility 
• Consumers 

• What’s cyber-security for computers? 
• Taking control of online footprint 
• Consumers need to be vigilant whenever connected, not just with 

vehicle 
• Assuming risk for certain level of convenience 

• OEM responsibility 
• Research teams 
• Crowdsourcing 
• Collect information on how they’re being used, when hacks happen, 

systems to automatically push out  
• Partnering with ISPs to help protect consumers 

• Consumers trust automakers to make cars, tech companies to do tech best 
– OEMs should leverage tech’s knowledge 

• NHTSA chief, Rosekind said they will focus on cybersecurity this year 
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• Tesla rewards those who find vulnerabilities in their systems 
• NHTSA – Automotive Cybersecurity Research Program 

• Partnering with OEMs and security conferences 
• Alliance of Automobile Manufacturers creates Auto ISAC to serve as a central hub 

for intelligence and analysis, providing timely sharing of cyber threat information 
and potential vulnerabilities in motor vehicle electronics or associated in-vehicle 
networks. 
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Millennials were less likely to think vehicle hacking will be a frequent problem within 
the next 3 years vs. other generations. For example, 50% for Millennials vs. 70% for 
Baby Boomers and 77% for Silent Generation. 
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• Note: July’s data - $8 was the average monthly subscription amount among 
consumers 
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• Consumers do not trust OEMs, but for those that do, they trust Google/Apple vs. 
OEMs.) 

• It’s important to note that while consumers do not want OEMs to have access to 
their data, they still want to have manufacturers offer a third-party technology to 
protect their vehicle – likely for ease during the transaction process (instead of 
having to search for a third-party subscription themselves) 

• Could still be tech company’s interface 
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